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S PerelsoA

Abstract

Accesscontol administation is a huge task. Administation tools shouldassistthe administator in ensuringthat the
accessontmol requirmentsare met. One exampleof an accesscontmol requirrmentis Sepaation of Duty (SoD). SoD
requirrmentsspecifythat no singlepersonmayhavesuficientauthorityto completea businesgprocesaunilaterally.

The So[A prototypeadministation tool hasbeendevelopedto assistadministiators with the administation of SoDre-
quirementslt demonstateshowthe specificatiorof both Staticand DynamicSoDrequirrmentsan be donebasedon the
“conflicting entities” paradigm. StaticSoDrequirementanustbe enfoicedin the administation ervironment. The SoDA

prototype therefore, enfoicesthe specifiedstatic SoDrequirements.
Keywords: InformationSecurity Accesontol Administation, Sepaation of Duty

Computing Review Categories:D4.6,H2.7,H4.1,K6.5

1 Intr oduction

Security administratorsmust managean ever-increasing
numberof systemsundertheir control. In recentyears,
Role-based\ccessControl (RBAC) hasbeenpromotedas
a possiblesolution to the resultantadministrationnight-
mares[5]. With the increasingamountof information
available electronically it is necessannot only to find a
meango easehejob of thesecurityadministratorbut also
to ensurdhattheinformationis protectecandmanagedec-
cordingto organizationapolicies.

Oneexpressiorof organizationapolicy canbe found
in the age-old principle of Separationof Duty (SoD).
Saltzerand Schroedef10] identified SoD, or “separation
of privilege” asthey calledit, asoneof eightdesignprin-
ciplesfor the protectionof informationin computersys-
tems. They built onthe obsenationthata securitysystem
with two keys is morerobustandflexible thanonethatre-
quiresasinglekey. No singleaccidentdeceptioror breach
of trustis thereforesufficient to compromisethe system.
Clark andWilson [4] identifiedSoD asoneof thetwo ma-
jor mechanismghat can be implementedto ensuredata
integrity. SoD senesasa mechanisnto counteracfraud
anderror, while assuringcorrespondencbetweensystem
objectsandtherealworld objectsthatthey represent.

Furthermorethey [4] assertedhat,atthepolicy level,
processearedividedinto tasks,with eachtaskbeingper
formed by a differentperson. [1] and[8] obsenred that
existing SoD modelsdo not take work processesto con-
sideration. Work processesre often facilitated through
the useof workflow systems.Workflow systemsare con-
structedaroundtasksthatarelinkedaccordingto business
rulesto represenabusinesprocessThispaperintroduces
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thetaskasanadditionalbuilding block for expressingsoD
requirementsn workflow systems.

Evenwith theintroductionof thetaskabstractionthe
administrationof SoD requirementgemainsa mammoth
task. In a large organization,theremay be thousandf
objectsthatrequireprotection.Theorganizatiormay have
thousand®f usersfilling hundredsof differentpositions
in the organization.Theidentificationof all the accesse-
quirementsequiresahugeeffort. It is virtually impossible
to maintainconsisteng whenperformingsuchahugetask,
unlessthe administrationtools provide appropriateassis-
tance.

The SoDA prototypeis introducedto assistsecurity
administratorswith the specificationof accessontrolre-
quirementsaccordingto Role-basedi\ccessControl prin-
ciples. More specifically the SoDA prototypeis intended
to assistwith the administrationof SoD requirements.in
orderto demonstratehe “conflicting entities” administra-
tion paradigmasusedwithin the SoDA prototype there-
mainderof the paperis structuredasfollows. First, a brief
review of role-basedccessontrol principlesis provided.
Thereafterthe additionalconceptof a taskis introduced.
This is followed by a discussionon the useof the “con-
flicting entities” paradigmto specify SoD requirements.
Finally, we illustrate how the SoDA prototypeis usedto
administerSoDrequirements.

2 BasicConcepts
This sectionwill provide the necessarpackgroundo ex-

plain the principle of separatiorof duty within role-based
workflow systems.
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Figurel: Form designervironmentusedto createa “Pur-
chaseOrder”

2.1 Role-basedAccessControl

The conceptof arole is pivotal in role-basedaccesscon-
trol. Usersreceie accesgermissiondasedon the roles
thatthey may assumeUsersareanyone/alything thatac-
cessesesourcesn the system.A usermay, therefore be
anindividual or anothemprogram.Rolesoften correspond
to positionsin the organizationaktructure.lt is thusa se-
manticconstructcreatedo easehemanagemerdf access
rights. Permissionganbe interpretedastheright to exe-
cuteacertainmethodof anobject.

The SoDA prototypeconsidersaanobjectto beadocu-
mentcontainingvariousfield objects.Usersmay perform
differentactionson the field objects,e.g. addanotherin-
stanceof thefield object,deleteafield object,editthecon-
tentsof afield objector view the contentsof afield object.
Individual field objectsmay be grouped resultingin com-
positeobjects. Figure 1 shavs how a hierarchicalview,
representingbjectcontainmentcanbe usedto createthe
‘Internal Purchasérder’ object. Permissiongouldrelate
to ary of the field objects,or compositefield objects,in
the‘Internal Purchas®©rder’ object. Permissionassigned
to anobjectareinheritedfor objectscontainedby thatob-
ject. For example the permissiorto edit EmployeeDetails
will imply thepermissiorto editall fieldsthatform partof
EmployeeDetailson theform.

Rolesmay be relatedthrougha partial order A role
inheritspermissionsssignedo therolesthatarejunior to
it in thepartialordet For example the‘Manager'role may
be consideredseniorto the ‘Supervisor’'role. The ‘Man-
ager’'role will, thereforejnheritthe permissionassigned
to the ‘Clerk’ role. Figure 2 shavs how the SoDA pro-
totype manageshe associationbetweerroles. In SoDA,
rolesarerelatedto otherroleswithin disjoint, namedrole
networks. The combinationof all namedrole networksis
similar to the role-graphpresentedy [8], if an artificial
maximumandanartificial minimumrole wereintroduced.

Theconceptemployedin RBAC areindeedvery pow-
erful. However, Sandhwetal. [11] obsenedthat:

“RBAC is not a panacedor all accessontrolis-
sues. More sophisticatedmethodsare required
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Figure2: SoDA associatesolesaccordingto namedrole
networks

to dealwith situationsthat control operationse-
guences. ..] Otherforms of accessontrol can
belayeredon top of RBAC for this purposé.

Workflow Systemsgrovidesanervironmentwherethe
sequencesf operationsare controlledaccordingto busi-
nesgules.Thenext sectionintroduceswvorkflow concepts,
paving thewayfor theexpressiorof accesgontrolpolicies
in termsof sequencef operations.

2.2 Workflow Concepts

Workflow Systemsareconcernedvith theautomatiorand
facilitation of businesgprocesse$6]. Businesgprocesses
aredefinedthroughprocesdefinitions. A procesgdefini-
tion consistsf setsof tasks,connectedaccordingto busi-
nessules.

The procesdefinitionis enactedoy the workflow en-
gine. For eachenactmenbf the businesgprocesse.g. for
each'Internal Purchas®©rder’ thatis issued a processn-
stanceis generated.Task instancesare generatedn de-
mand,basedon the businesgulesencapsulatedspart of
theprocesgefinition.

So[A is atool thatfocuseson supportingaccesson-
trol administration.Accesscontrol requirementsre, typ-
ically, describedwithin the generalcontext of a business
processandnot for a specificenactmenbf the workflow.
The SoDA prototypeis, thereforepnly concernedvith the
processandtaskdefinitions.

The “conflicting entities” paradigmrelieson restrict-
ing the associationdetweenall the entitiesthat are in-
volved,namelyuser roles,permissionandtasks.

3 SoDA - The “conflicting entities”
paradigm

Separatiorof duty requirementsare implementedby re-

strictingthe associationsllowed betweerentities. Thisis

to ensurethata singleusermay not receve too mary per
missions. An exampleof suchaconstraintnayspecifythat
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“the permissiorto approve anorderandthe permissiorto
issueanordermaynotbeassignedo thesamerole”.

Kuhn [7] explainedhow mutual exclusive roles, i.e.
rolesthatmaynotbeassignedo thesameuser canbeused
to enforceSoD.Ahn andSandhy1] shovedthroughtheir
RSL99specificationlanguagethat thereare several ways
of expressingsimilar SoD requirements.SoDA builds on
theseobsenations,andextendsit with the conceptf con-
flicting tasks.

The term “conflicting entities” doesnot indicatethat
thereareary disharmony betweerthe entities. The “con-
flict” refer, ratherto the disharmony thatthe entitiescould
causebetweerthe actualandthe desiredstateof the sys-
tem. Conflictthusindicatesa potentialundesirablestateof
integrity. The“conflicting entities”paradigmasemployed
in the SoDA prototype jdentifiesfour typesof conflict[3]:

Conflicting permissions are permissionsthat can result
in unnecessargowerif bestavedonthe sameperson.
For example,a personwith the permissiongequired
for financialauditsshouldnot receve permissiongo
approve financial transactions.If this were allowed,
auditorscouldlosetheirindependence.

Conflicting users areuserswho will togetherhave suffi-
cientpowerto collude,andarelikely to doso. In prac-
tice, thismaybefamily membersor previously known
accomplices.

Conflicting roles arerolesthattogethempossesshe abil-
ity to conspire.This meanghatthey areassigneaon-
flicting permissions.Considey for example,the ‘Au-
ditor’ and ‘Financial Manager’roles. It is common
practicethat auditorsand financial managersshould
be independent.The roles may have certainpermis-
sions,e.g. ‘view order’, in common. However, the
‘approve order’ and ‘approve audit’ permissionsnay
be assignedanly to oneof theseroles.

Conflicting tasks aretasksrequiring conflicting permis-
sionsto complete. This would, for example,imply
thatthe ‘Audit Purchasé@rder’ taskandthe ‘Approve
PurchaseOrder’ taskwould be conflicting sincethey
requirethe ‘approve order’ and ‘approve audit’ per
missions.Thesepermissionsre,in turn, conflicting.

The“conflicting entities”paradigms basedntheob-
senationthatpoweris vestedn permissionsTheessence
of the “conflicting entities” paradigmlies, therefore,in
conflicting permissions.It is agued, however, that tasks
provide a morenaturalabstractiorfor the specificationof
SoDrequirementsThe “conflicting entities” paradigmal-
lows for the specificatiorof both StaticandDynamicSoD
requirements.

StaticSoDrequirementspn the onehand,controlthe
associationdetweenentitiesduring administrationtime.
They would, for example disallov a userto beassignedo
aroleif anSoD requirementvould beviolated. Dynamic
SoD, on the otherhand,doesnot restrictassociationde-
tweenentitiesat administrationtime. Instead,it controls
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the executionof permissionst run-time. It would, for ex-
ample allow auserto belongto the‘Manager'and‘Clerk’
roles.However, duringrun-time,the userthatinitiatedthe
purchaseorder (usingthe ‘Clerk’ role) will notbe ableto
approrethatpurchaserder(usingthe ‘Manager’role).

The specificatiorof both StaticandDynamicSoDre-
quirementswithin the SoDA prototypeis similar. Thiswill
be discussedn Sectiond. Static SoD requirementsnust,
however, alsobe enforcedin the administrationerviron-
ment. The enforcemenbf StaticSoD requirementsn the
SoDA prototypeis thusdiscussedh Section5.

4 Separationof duty specificationin
SoDA

The SoDA prototypeallows for the specificationof con-
flicting usersconflictingroles,conflictingpermissionsnd
conflictingtasks.A distinctionis madebetweerstaticand
dynamicSoD. Conflictsarebasedon thesetsU, R, P and
T, representinghe user role, permissiorandtaskentities
respectiely. P is definedasP C 2°*M  whereO represents
the objectsand M the methodsthat may be performed.
Note that not all the methodsmay necessarilybe defined
on all objects. Thus,the setof permissionss a subsetwf
thepower set.

The specificationof the conflictsis donethroughthe
sets:

CUp, CUs,CRp,CRs,Chp,CPs,CTp, CTs.

The samenaming corventionis followed. CX denotes
conflicting entitiesof type X, andthe subscriptindicates
whetherthe conflict mustbe checled statically (CXs) or

dynamically(CXp). The“conflicting entities"relationsare

definedin asymmetricandnon-reflivefashion:

CXy C X x X suchthatVx; # x|
(Xi,Xj) eCXy & (Xj,Xi) € CXy

The specificatiorfor all 8 setscanbederivedby replacing
X with theappropriateentity (U,R,P or T) andY with Sor
D, for StaticandDynamicrespectiely.

Figure 3 shavs how conflicting tasksare identified
within the SoDA prototype. The otherconflictsare speci-
fiedin a similar manner The interpretatiorof the various
conflictsis summarizedn Tablel.

The enforcemenbf DynamicSoDrequiresnterpreta-
tion of the processnstance. Thusit is the responsibility
of the workflow system.Consequentlyit falls outsidethe
scopeof the administratve tool. For a more detaileddis-
cussingregardingdynamic SoD the interestedreaderare
referedto [3]. Static SoD must, however, be enforcedin
theadministratiorervironment.Thenext sectiondiscusses
how thisis implementedn the SoDA prototype.
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Conflict

| Static

| Dynamic |

Conflicting May not have the sameuser(or | May not be assumedby the
Roles conflictinguserslasmembers | sameuser(or conflicting users)
in oneprocessnstance
Conflicting Must be assignedo conflicting | May not be exercised by the
Permissions | roles sameuser(or conflicting users)
for aspecificprocessnstance
Conflicting May notbelongto thesamerole | May not perform conflicting
Users or conflictingroles tasksin the same processin-
stance
Conflicting Must be assignedo conflicting | May not be executed by the
Tasks roles sameuser(or conflicting users)
in the sameprocessnstance

Tablel: Interpretatiorof conflictsaccordingto the “conflicting entities”paradigm

5 Static Separationof Duty enforce-
mentin SoDA

In orderto enforceStatic SoD, the SoDA prototypeen-
suresthattheintegrity of theassociationbetweerentities
is maintained.If anactioncannotbe performedyremedial
actionsaresuggestedror example,if conflictingtasksare
assignedo non-conflictingroles,the useris giventhe op-
tion of makingtherolesconflicting. The associationshat
areallowedaresummarizedn Table2 [9].

To illustrate how the SoDA prototypemaintainsthe
associationsthis sectionwill review differentstatic SoD
implementationsf therequirement!A persorwhoissues
stockmay never approve anorder”. Threeapproacheso
enforcingthis SoDrequirementn a staticfashionarepro-
posed.Thisis doneby rephrasinghe SoD requirementn
thefollowing ways:

(SoD1) A managerandastockcontrollermaynotperform
the sametasks.

(SoD2) The ‘Issue Stock’ permissionand the ‘Approve
Order’ permissionmay not be assignedo the same
user

(SoD3) The ‘Issue Stock’ taskmay not be performedby
someoneavho performsthe ‘Approve Order’ task.

TheseSoD constraintswill be implementedas con-
flicting roles,conflictingpermissiongndconflictingtasks.
Conflictinguserscanbe usedin combinatiorwith these.

Conflicting usersare interpretedin the sameway as
in [AS99]. If two usersareconflicting, it meansthatthe
chancef themcolludingarevery high. In essencethey
should,therefore be treatedasif they wereoneuser For
example,if two tasksmay not be performedby the same
user two conflictingusersmay not performthemeitheras
the chance®f a conspirag arehigh. We shall now con-
siderhow eachof the approachesan,in turn, be handled
in the prototype.
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5.1 Conflicting Roles

First consider(SoD1)- A managefanda stockcontroller
may not performthe sametasks.

Sincemanagersapprove orders,andstockcontrollers
issuestock,the‘Manager'rolein the'Admin’ role network
andthe‘Stock Controller’role in the‘Stores’role network
may be setto conflict. Due to the inheritancepropertyof
role networks, conflicting roles cannotexist in the same
role network. If conflictingroleswereallowedin onerole
network, the topmostrole in that role network would in-
heritthe permission®f bothconflictingroles. This clearly
defeatsthe purpose. A role may conflict with morethan
onerole in anothemetwork. Conflictsare,however, inher
ited up thepartialorderandsettingmorethanoneconflict,
assuch,may not be necessaryThe SoDA prototypewill
remove ary unnecessargonflict.

In Figure4, the ‘StoresManager’inheritsthe conflict
setupon‘Stock Controller’. ‘StoresManager'will, there-
fore, alsoconflict with the ‘Manager’role in the ‘Admin’
role network. In Figure 3, the ‘Approve order’ and‘Issue
stock’ tasksweremadeconflictingtasks.Conflictingroles
andconflicting tasksimpacton the allowableassociations
asfollows. Only non-conflictingusersmay be assignedo
conflictingroles. Conflicting tasksmustbe performedby
conflicting roles. Recallthat the ‘Stock Controller’ role
andthe ‘StoresManager’role wereidentified as conflict-
ing with the ‘Manager’ role. Figure5 depictsthe ‘Man-
ager’ role asbeingassignedo the ‘Approve Order’ task.
Figure 5 shaws, furthermore,that subsequenthonly the
two rolesconflicting with the ‘Manager’ role, namelythe
‘Stock Controller’ and'StoresManager’roles,maybe as-
signedo the'issuestock’task. If two tasksareinitially not
indicatedto be conflicting, but they are assignedo con-
flicting roles,thetasksaremadeconflictingtasks.

5.2 Conflicting Permissions

Now consider(SoD2)— The ‘IssueStock’ permissiorand
the‘Approve Order’ permissiormaynotbeassignedo the
sameuser

The permissiongnvolved are editing the ‘Approval’
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May be associated Roles
with Conflicting | Non-conflicting
Users Confllct!ng N Y
Non-conflicting Y Y
Permission COhﬂICt!I’lQ Y N
Non-conflicting Y Y
nflictin Y N
Tasks Conflic ng
Non-conflicting Y Y
Table2: StaticSoD— Allowableassociations
Task Role Assignment E Task Role Assignment E3
Frocess: Process:
Ilnlemal Purchaze Order j IIntemaI Purchage Order j
Tasks: Tasks: Roles:
|E0mElete arder form i R Complete order form [[] Stores Manager
] Supervizor Approve order
Check stock [ Shir Clerk Check stock
Order stock. Clark Order stock
lzsue stock L Cler E:
Wiite rejection letter L] Stores Manager Write rejection lether
[ Stock Controller
Apply Close Apply Cloze
Figure5: Conflictingtasksmustbeassignedo conflictingroles
Conflicting Tasks

Process:
|Intemal Purchase Order j

[[] Complete order Form
Approve order
[[] Check stock
[] Order stock.
[ W/rite rejection letter Apply Static: Conflict
Conflicting Roles 1%}
Apply Dynarnic Conflict IAdmin vl IStoreS vl
Manager [] Stares Manager
[ Supervisor Stack Contraller
Close | [15nr Clerk.
] Clerk

Figure3: Specifyingconflictingtasks

and‘IssueRec’field groupson the ‘Internal Order Form’
object. Conflicting permissionamay only be assignedo
conflictingroles.If thisis notenforcedconflictingpermis-
sionscould be assignedo conflicting users. Thesecon-
flicting usersbelongto non-conflictingroles, which have
conflicting permissionghat were incorrectly assignedo
the non-conflictingroles. This clearly opensthe door for Figure4: Conflictingroles
aconspirag. The SoDA prototype therefore only allows
conflictingrolesto receve conflictingpermissions.

If therolesarenot conflicting,they aremadeconflict-
ing, subjectto additionalintegrity checking.Rolescannot
bemadeconflictingif conflictingusersareassignedo the
saidroles. It can,therefore be seenthatevenif the‘Man-

Apply Static Conflict | Apply Dynamic Conflict | Close

68 SACJ/ SART, No 27,2001



ager’ and‘Stock Controller’ roleswerenot initially iden-
tified to be conflicting, they will be madeconflictingwhen
the two conflicting permissionsare assignedo thesetwo
roles. Similar to section4, thetasksassignedo thesetwo
roleswill alsobe madeconflicting.

5.3 Conflicting Tasks

Consider(SoD2c)- The‘lssuestock’ taskmaynotbe per
formedby someonavho mayperformthe‘Approve order’
task. In section5.1, it was shovn how conflicting roles
could only be assignedo conflicting tasks. If conflicting
roles were assignedo tasks,thesetaskswere automati-
cally madeconflicting. This approachcanbe considered
to bethereverseof that. Two tasksaredefinedto be con-
flicting. Subsequentlythe rolesthat mustbe assignedo
the usermustbe conflicting. If two non-conflictingroles
areassignedtherolesaremadeconflicting,subjecto ase-
ries of integrity checksbeingperformed.lt is evidentthat
the sameresultis achieved, irrespectve of the approach
used sinceautomatianaintenancef conflictrelationships
is performed.

Theresultsof the conflictingrole andconflicting task
approachesrethusidentical. The conflicting permission
approactcan,however, be consideredtricter Conflicting
permissionsnustbe performedby conflictingroles. How-
ever, conflictingrolesdo not only have conflicting permis-
sions. For example,the ‘Manager’ and'Stock Controller’
roles are conflicting, but both shouldstill be allowed the
‘view purchaserder’ permission.The conflictingpermis-
sions‘Edit Approval’ and ‘Edit Issuerec’may, however,
alsobe assignedo the ‘Manager’ and ‘Stock Controller’
rolesrespectiely.

6 Conclusion

This paper demonstratedthe “conflicting entities”
paradigmasa way of specifyingSoD requirements.This
paradigmusesthe task abstractionto intuitively define
separatiorof duty requirementghat involve sequencef
operations. It was shavn that both Static and Dynamic
SoD requirementscan be formulated accordingto the
“conflicting entities” paradigmin the SoDA prototype.

It was, furthermore,shovn that the SoDA prototype
enforcesStaticSoD requirementsBy specifyingoneSoD
requiremenin threedifferentways, it wasexplainedthat
equialentresultscanbeachieved.

It shouldbenotedthatStaticSoDrequirementareex-
tremelyrestrictive on the organizationgunctioning. Con-
sider, for example(SoD1) To assumehatamanagersand
a stock controller could never do the samejob could be,
especiallyfor a smallcompauy, very restrictive. Dynamic
SoDrequirementaiddressethis issueby imposingthere-
strictionsperprocessnstance.

Otherissueghatcould be of concernarethe potential
of alock-outsituation.A situationcould arisethat,for ex-
amplenorolesareavailableto assigrto atask. Thiswould
immediatelybe noticableto the systemadministratorand
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he/shewill have to rectify the situationmanually How-
ever, duetheextremelystrictrestrictionsmposedoy static
separatiorof duty, it is likely to be usedsparingly This
malkes the likelihood of a lock-out occurring extremely
small and thus feasiblefor the adminstratoto manually
correct. The issueof lock-out occuringdue to dynamic
SoD requirementsare much more complex and state-of-
the-artwork regradingthatmaybefoundin [2].
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