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Abstract

Thispaperis devotedto the presentatiorof a risk-manaementmethodolgy (RiMaHCoF)that is specificallytailored for
the health-cae ervironment. The proposedmethodolgy includesfive successivatagesin all, namelyinitiation, domain
analysis risk assessmentisk analysisand domainmonitoring Thispaperfocusesn therisk analysisstege.
TheRiMaHCoF(“Risk Managemenin HealthCare - usingCognitive Fuzzytechniques”)methodolgyenhancesisk man-
agementin the specificdomainof healthcare in the senseahat it deemghe patient’s health-cae information, processed
andstoredin atypical health-caeinstitution,to be of utmostimportanceto sud institution. Themethodolgy further en-
hancegisk manayemenin this domainin thatit incorporatescognitivefuzzy-lagic techniques asopposedo quantitative
techniquessud as annuallossexposue (ALE) calculation- to assessand analysethe information-tedinology risks. In
thisway, it is ensuedthatfull cognisances takenof theintuitive nature of humanobservationvhenassessinghe possible
IT risksto beincurredin a health-cae institution. In addition, the methodolgy takesinto accountthe vaguenes®f the
decisionmakingprocesswith respecto securingpatientinformation.

The cognitive fuzzyapproad to the assessmerdand analysisof information technolagy risks in health care doesnot
only identify the high-risk areaswithin a typical health-cae institution, but also helpsto manaye risks by facilitating
thedecision-makingrocesswith respecto securingpatientinformation.
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1 Intr oduction

Information technologyis currently being employed in
health-carervironmentsacrosgheglobe,resultingin sig-
nificantimprovementsin the efficiengy and quality of all
servicegenderedn thisrealm[1-6]. The prospecbf stor
ing health-carénformationin electronicform does,how-
ever, raiseconcernsabouttherisksthatcouldbeincurred.
The occurrenceof a risk, suchasthe exposureof highly
confidentialand sensitve health-carenformationto out-
siders, could compromisenot only the patients privacy,
but also quite literally his/herwellbeing. It is, therefore,
imperativeto beableto identify possiblerisksin goodtime
andto implementthe necessargecuritycontrolsin order
to protectthe patientin the health-carénstitution.
Broadly speakingrisk managementanbe definedas
thatprocesswhich canbe usedto identify andimplement
securitycontrolsthat will, at best,preventrisks from oc-
curring and, at worst, minimise their effect if they were
to occur[7-9]. A numberof powerful techniquegsuchas
CRAMM) could be employedto facilitate the prevention
and/or managemenbf possible information-technology
risks[10, 11]. In currentrisk-managemertechniqueghe
emphasishas, however, mainly beenplacedon the input
andmanipulationof numbers.Humancommonsenseand

intuition, which form thebasisof ary risk-managemerex-
ercise aremostof thetime neglected.

Furthermore, health-care information systems are
quiteuniguewhencomparedo otherinformationsystems,
with theresultthatthey requirea differentapproacho risk
managemenfl2]. One of the salientfeaturesof health-
careinstitutionsthat setsthem apartfrom ordinary insti-
tutionsis the factthatthey areprincipally aimedat treat-
ing people TheRiMaHCoF(“Risk Managemenin Health
Care- using Cognitive Fuzzy techniques”)methodology
presentedn this paper therefore,is aimedat treatingthe
patient’s health-cae information as being of utmostim-
portanceo atypical health-carénstitution.

Anothersalientfeatureof the health-careenvironment
is thefactthatit is oftendifficult, if notimpossibleto iso-
late the assetsf the health-caresystemfrom the traffic
flow of patientstheir visitors anddoctors. The latter fur-
therincreaseghe likelihood of sensitve patientinforma-
tion beingexposedto unauthorisegbarties.lt is, therefore,
essentiako protectthe privagy of the patientand his/her
health-carénformation.

Justasimportantasthe needto protectthe patients
privagy is the needto shame accuratgatientinformationin
atimely fashionto ensureits availability to all authorised
partiesandin this way to ensurethe propertreatmentof
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the patient. The dilemmaof obtaining,usingandsharing
patientinformation to provide carewhilst not breaching
patientprivacy is aseriousconcern.

Yet anothersalientfeatureof the health-careerviron-
mentis the factthat mostof the consequencesf possible
risksto beincurredareeithervery difficult or impossibldo
quantify, owing to their non-monetannature.lt is, for ex-
ample,very difficult to determinethe costassociatedvith
theincorrecttreatmenof a patientowing to inaccuratepa-
tient information. Furthermore somepart of the patient
information,suchastheclinical information,couldbecon-
sideredconfidential whereasanothemartthereof,suchas
thegeographicaihformation,couldwell beconsideredin-
classified.Thelatter, thereforejntroducesa certaindegree
of vaguenessegardingthe decision-makingprocesswith
respecto securingpatientinformation.

In additionto vaguenessntuition alsoneedgo beac-
commodatedn the proposedmethodologyashumanob-
senation,whichis essentiallyintuitive, formsthe basisof
ary risk-assessmemkercise.

Theprincipalaimof this paperis, thereforenotto dis-
couragethe useof powerful risk-managemertechniques
(suchas CRAMM), but ratherto proposea new way of
handlingrisk managemenin healthcare. The proposed
risk-managemernnethodologyfocusesspecificallyon in-
formationtechnologyrisks,in otherwords,on thoserisks
that posea threatdueto the informationtechnologyused
to store,processand disseminatgatientinformationin a
health-carénstitution.

Furthermore the primary aim of ary health-cardn-
stitution is and shouldbe to treatits patients. The pro-
posedmethodologyis, therefore,specificallydesignedo
protectthe patientsandtheir health-carénformationin or-
der to ensuretheir propertreatment. The proposedrisk-
managementmodelwill, for this reasonaddressnforma-
tion securityspecificallyby focusingon the confidentiality
of patientinformation.

The methodologyincorporatedoththe vagueandin-
tuitive aspectsof the health-caresnvironmentby follow-
ing acognitive fuzzy-logicapproacto theassessmerind
analysisof information-technologyisks thatmight be in-
curredin this ervironment. The methodologyis aimed
at identifying the high-risk areaswithin a typical health-
careinstitution. The methodologyalso helpsto manage
informationtechnologyrisks by facilitating the decision-
making processwith respectto securingpatientinforma-
tion.

The proposedmethodologyincludesfive successie
stagesin all, namelyinitiation, domainanalysis,risk as-
sessmentrisk analysisand domain monitoring. The
first sectionof the paperwill be devotedto a high-level
overviaew of theproposednethodologyfollowedby anin-
depthdiscussioron therisk analysisstage.
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2 A High-Level Overview of the Pro-
posedRisk-Management Method-
ology (RiMaHCoF)

The proposedrisk-managementnethodology which has
beenspecificallytailoredfor the health-caresrnvironment,
enhancesisk managemenin this domainby considering
the patients health-carénformation,processe@ndstored
in atypical health-cardnstitution, to be of utmostimpor-
tanceto suchinstitution. The methodologyfurther specif-
ically focuseson the confidentiality of patientinforma-
tion. The otherfour informationsecurityservicegidenti-
fication& authenticationauthorisationintegrity andnon-
repudiation)do notform partof the scopeof the proposed
model.

Risk managementan be definedin terms of this
methodologyas startingwith an initiation stage(seefig-
ure 1). The methodologyfurtherincludesfour successie
iterative stagesnamelydomainanalysisrisk assessment,
risk analysisanddomainmonitoring.

2.1 Initiation

During the first stage (viz. initiation), an awvarenessof

computersecurityneedsto be establishecamongall per

sonnelmembersof the health-caranstitution. A special
task-teamneedsto be appointedfor this purpose. An-

otherimportantfunction of the task-tearmis to determine
thescopeof therequiredrisk-managemennirojectin order
to proposea preliminarybudgetfor the project. After hav-

ing determinedhe scopeof therisk-managementroject,
a final proposalmustbe dravn up on its implementation
andmaintenance.

2.2 Domain analysis

The secondstage (viz. domainanalysis)mustbe devoted
to an analysisof the hierarchyand organisationalstruc-
ture of the health-caranstitutionin question.All the sec-
tionscomprisingthe health-careénstitutionmustbeidenti-
fied. A typical hospitalcan,for example,includesections
suchasthe intensve-careunit, the maternitysectionand
the orthopaedicsection. All patientinformationroutesin
the health-caranstitution mustalsobe identified. A typ-
ical patientinformation route is, for instance,that route
throughwhich a patients informationtravelswhena typi-
cal patientis admittedto hospitalto undego anoperation.
A patientinformationroute comprisesa fixed numberof
phases. The term “phase”is usedhereto denotea spe-
cific sectionin a patientinformationroute. For example,
the registrationsectionand the operatingtheatreare two
phasewithin the patientinformationroutewhenatypical
patientis admittedto hospitalfor anoperation.
Furthermorethe measuref informationsecuritycur-
rently provided by the existing securitycontrolsin eachof
the sectionmeedalsoto beidentifiedduringthis stage.
Finally, all componentselevantto the health-caren-
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Figurel: A graphicrepresentationf thevariousstagesn theproposedisk-managememhethodologyfor atypical health-

careinstitution

stitutionin questiomeedo beidentified. Thetechnologies
employedto storeandprocesgatientinformation(suchas
a databasefndthe securitycontrolsimplementedare ex-
amplesof components Thesecomponentslo not, how-
ever, existin isolation. They interactand,in thisway, exert
adistinctinfluenceonthepossibilityof risksoccurringin a
typicalhealth-carénstitution. Whenselectinganappropri-
aterisk-managementodel not only the componentghat
interactin a typical health-caranstitution should, there-
fore,betakeninto accountput alsotheirrelationshipsvith
eachotherandtheir effecton thelikelihoodof IT risksbe-
ing incurred.

2.3 Risk assessment

During the third stege (viz. risk assessmenthe possible
information-technologyisksin this dynamicdomainmust
beassessedl heprincipalaimof therisk-assessmestage
is to determinean information-technologyisk value for
ead phasein a patientinformationroute. This risk value
is basedon the information-technologydomaina typical
patientsinformationwill be exposedo in aspecificphase
of the patientinformationrouteinvolved.
Theultimateaim of calculatingtheselT risk valuesis
to facilitatethe procesof determiningwhich of thepatient
informationroutesin the health-carénstitutionin question
shouldbe deemectritical with respectto information se-
curity. The critical routesshouldbe investigatedfurther

in order to determinea way in which to decreasesuch
risk value. On the otherhand,low-risk patientinforma-
tion routeswill imply thatthesecuritycontrolsin placeare
sufficient.

A cognitive fuzzy-modellingapproachs followed to
calculatesuchlT risk values. This approachis, therefore,
especiallywell suitedto the health-caredomain, where
most of the consequencesf IT risks beingincurredare
extremelydifficult to quantify.

As a detailed explanation of the cognitive fuzzy-
modelling approachfalls outsidethe scopeof this paper
thereaderis referredto [13] for moreinformationon this
approach.

2.4 Risk analysis

During the fourth stage (viz. risk analysis)decisions
are maderegardingthe IT risk valuescalculatedin the
previous stage(that is, the risk-assessmergtage). The
risk-analysisstageis aimed at identifying high-risk pa-
tient informationroutes(that is, critical patientinforma-
tion routes)in atypical health-carenstitutionwith a view
to enhancingheinformationsecurityof suchinstitution.

This stagewill be discussedn more detail in para-
graph3.
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2.5 Domain monitoring

Finally, the health-carénstitution mustbe monitoreddur-
ing the fifth stege (viz. domain monitoring)in orderto
pinpointary changesn its dynamicnature,including new
risks that might occur The latter stage,however, consti-
tutes an ongoing processthrough which further or new
riskscouldbeidentifiedthatmightevenrequirea partialor
completdterationof thecurrentrisk-managememhethod-

ology.

3 Stage4: Risk Analysis

The activities to be performedduring the risk-analysis
stageare depictedin figure 2. The remainderof the pa-
peris devotedto a discussionon the first threeactiities
thatform partof therisk-analysisstage.

3.1 Identify the Critical Phasesalong Each
Patient Information Route by Inspecting
the IT Risk Valuesof Each Phase(Stage
4 Task1)

During therisk-analysisstage decisionsaremaderegard-
ing the IT risk valuescalculatedfor eachphasealong a
specificpatientinformationrouteduringthepreviousstage
(thatis, therisk-assessmestage).A phasecouldbeclas-
sifiedasa“low-risk” phaséf its IT risk valuefallsbetween
0 and 350, as a “medium-risk” phaseif its IT risk value
falls between351and650or asa “high-risk” phasejf its
IT risk valuefalls betweer651and1000. Thelatterclassi-
ficationis basenanumericscalerangingfrom 0 to 1000,
with 1000representinghehighestpossibleisk value. The
phase<lassifiedas“high-risk” phasegive causeor con-
cern.

The risk-analysisstageis aimedat identifying high-
risk patientinformationroutes(thatis, critical patientin-
formationroutes)in atypical health-carénstitutionwith a
view to enhancingheinformationsecurityof suchinstitu-
tion.

Considerfor example tablel:

The phases“Registration; “Preparationward” and
“Recovery ward” are singledout asbeingcritical phases
in this example, becausehey are classifiedas high-risk
phasesccordingto theirrespectieIT risk values.

Thosephaseslonga patientinformationrouteassoci-
atedwith highIT risk valuesneedto beidentifiedasbeing
thecritical phaseslongthatroute.

3.2 Consolidate the IT Risk Values of the
Phasesalong Each Patient Information
Route and List the Critical PatientInfor-
mationRoutesAccordingly (Stage4 Task
2)

The RiMaHCoFmethodologyproposes setof heuristics

for consolidatingheT risk valuesfor all the phaseslong
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a specificpatientinformationroute. Theseheuristicsare
summarisedhn table2.

In orderto more clearly illustrate the consolidation
of the IT risk valuesfor the phasesalong a specific pa-
tientinformationroute,considerthe hypotheticalscenario
sketchedin table3.1. Accordingto this scenaricthereare
threecritical phasesalong the patientinformation route,
namelythe “registration’ “preparationward” and“recov-
ery ward” phases. In other words, exactly 50% of the
phaseslongthe specificpatientinformationroute(thatis,
3outof 6) aredeemedtritical. ThelT risk valuefor the pa-
tientinformationroutebasedn this scenarids, therefore,
equalto thesumof thefollowing: theaverage of the T risk
valuesof all critical phasesalongthis patientinformation
route(thatis, 775)multipliedby a weightfactor of 0.6 (that
is, 465) and the average of the IT risk valuesof all non-
critical phasesalong this patientinformation route (that
is, 230) multiplied by a weightfactor of 0.4 (thatis, 92).
This resultsin an T risk valueof 557 andtheroutebeing
classifiedasa "medium-risk” patientinformationroute.

The aim of consolidatingthe IT risk valuesof all the
phaseslonga specificpatientinformationrouteis to ob-
tain an overall IT risk value for that patientinformation
route. Suchrisk valuecouldthenform the basisfor iden-
tifying critical patientinformation routesin the health-
careinstitution. In this way, the high-risk areasin the
health-carénstitutioncanbepinpointed.Thiswill, in turn,
presentanagemenwith aclearpictureof thespecificpa-
tient informationroutesto be followed in the health-care
institution that needto be investigatedvhen decidingon
theimplementatiorof securitycontrolswith a view to en-
hancingthe IS of the health-carénstitutionin question.

3.3 Construct and Explore “What-If ” Sce-
narios that could Possibly Help to Re-
duce the IT Risk Valuesof the Critical
PhaseqStage4 task 3)

The likelihood of databasdiles containingpatientinfor-
mationbeingexposedto unauthorisegartiescan,for ex-
ample,be consideredasan event. Implementingsecurity
controls(alsoanexampleof anevent),suchasacceson-
trol, coulddecreas¢helik elihoodthatthesedatabaséiles
would be exposed.The eventsthattake placein atypical
health-carénstitutionarenot, therefore gxecutedn isola-
tion but interactwith andinfluenceeachother

As was mentionedbefore,mostconsequencesf the
eventsoccurringin atypical health-carénstitutionarenot
easilyquantified.ldeally, therefore pnewantsarepresen-
tation mechanisnthat canbe usedin a cognitive andin-
tuitive mannerto representherelationshipbetweerthese
events.A graphstructure calleda“Fuzzy Cognitve Map”
(an “FCM"), is one example of such mechanism[14 -
17]. FCMs arefuzzy-graphstructureghat provide an ex-
pressve andflexible methodof capturingandrepresenting
comple relationshipsin an intuitive manner In caseof
anintuitive activity suchaslIT risk managementhe FCM
naturallyrepresentshe “human”way of thinking.
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Figure2: Stage4: Riskanalysis

Phase IT risk value IT risk category
Registration 710 HIGH
Preparatiorward 850 HIGH
Operatingtheatre 220 LOW
Recoreryward 766 HIGH

Dischage 360 MEDIUM
Follow-upvisits 111 LOW

Tablel: IT risk valuesfor eachphasesffectedalongtheroutewhena patientis admittedto hospitalfor anoperation
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Condition | IT risk value of patient route (RrouTe)

alongpatientinformation
route> 50%

Numberof critical phases| Rroute = Y"1 R/m, where

mis thenumberof critical phaseslongthe
patientinformationrouteand

R is thelT risk valueof theit critical phasealongthe
patientinformationroute.

alongpatientinformation
route= 50%

Numberof critical phases| Rroute = [(321 Ri/m) x0.6] +[(Y]_; Rj/n) * 0.4], where
mis thenumberof critical phaseslongthe
patientinformationroute

n is the numberof non-critical phasesalongthe patient
informationroute

R is thelT risk valueof theit" critical phasealongthe
patientinformationroute

R; is thelT risk valueof the j'" non-critical phasealongthe
patientinformationroute.

alongpatientinformation
route< 50%

patientinformationroute.

Numberof critical phases| Rroute =[S0 R + 2T=1 R;l/p,where

p si thenumberof phaseslongthe patientinformationroute
R is thelT risk valueof theit" critical phasealongthe
patientinformationroute

R; is thelT risk valueof the j'" non-critical phasealongthe

Table2: Heuristicsasproposedy RiMaHCoF

3.3.1 Constructing Fuzzy Cognitive Maps (FCMs)

An FCM is usedto representherelationshipsetweerthe
eventsto be effectedin a specificphasen a cognitive and
intuitive way. An FCM consistsof nodeswhich, in turn,
representhe eventsthat may occur to somedegree and
edgedhatdescribetherelationshipgcausaflow) between
theseevents. One of the functionsthat form part of the
risk-analysisstages determininghe strengthof thesere-
lationships.Therelationshipshave “fuzzy” strengthsn the
interval range[-1,1]. The strengthof a relationshipindi-
catesthe degreeto which oneeventaffectsanother These
strengthsaredeterminedntuitively.

Considerfigure 3. Considerthe relationshipbetween
therisk of patientinformationbeingexposed(Cg) andthe
numberof communicatingpartiessharingthat patientin-
formation(Cy). The plus0.8relationshipbetweerC; and
Ce implies, for instance thatif the numberof communi-
catingpartiessharingpatientinformationduringtheregis-
tration phasewereto increasethentherisk of patientin-
formationbeingexposedduring this phasewould alsoin-
creasdiy a degreeof 0.8, thatis, by 80%. If, by thesame
token, the numberof communicatingpartieswereto de-
creasethentherisk of patientinformationbeingexposed
would alsodecreaseo the tune of 80%. The strengthof
the relationshipbetweenthe communicatingpartiesshar
ing patientinformationandtherisk of patientinformation
being exposedis, therefore,0.8. The otherplus relation-
shipswork in the sameway.

The minusrelationships,on the other hand,indicate
thatthe possibility of oneeventoccurringincreasesvhile
the possibility of anotherevent occurringdecreasesand
vice versa. In this way, the minus 0.7 relationshipbe-
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tweenCs and Cz implies that if the strengthof security
controlsimplementedfor the registration phasewere to

increasethenthe likelihood of databasdiles containing
patientinformation being exposedwould decreaseo the
tune of 70%. The reverseis alsotrue: if the strengthof

thesesecurity controlswere to decreasethenthe likeli-

hoodof databaséiles containingpatientinformationbeing
exposedwould increaseby a degreeof 70%. The strength
of the relationshipbetweenthe security controlsand the
exposureof databasdiles containingpatientinformation
is, therefore0.7.

The final stepin constructingthe FCMs involvesthe
specificationof an activation thresholdfor each event.
Suchan activation threshold(indicatedby the numberin
the conceptnodethat representshe event) specifiesthe
minimum strengthto which theincomingrelationshipde-
greesmustbe aggrayatedin orderto activateanevent. In
orderfor C4, the exposureof paperfiles, to occur, thein-
comingrelationshipsnustbe aggreatedto a minimumof
0.8,thatis, 80%. If, for example thepatientwereto spend
timeduringtheregistrationphasgeventC, occursjandthe
doctorsand nurseswereto sharethe patientinformation
(eventC; occurs),thentheincomingrelationshipqe;, es)
and(ey, e4) needto aggreyateto atleast0.8in orderfor the
paperfiles to be exposed(C4 occurs). The thresholdsof
the othereventsaredeterminedn the sameway. Likethe
strengthsof the relationshipsbetweenevents, the activa-
tion thresholdsarealsodeterminedn anintuitive manner

3.3.2 Construct “What-If ” Scenarios

A simpletwo-dimensionakdge matrix canbe usedto ex-
plore various“What-if” scenariosn orderto determinea



Phaze 1: Registration

Ca

[e1,26) 1.4

0.8

21, es)
le1,e4) +0. 6

0.8

(a3, e6)
+0.6
tas, as) taz as)
-0.8 {a1,eE) s +0.7
+0.6

e, &x)
-0.7

e, 2]
-0.7

Ci - Cowmoard cakbing parties sharing patient information

C: - Time spert during this phase

Cz - Exposure of database containing patient information

L+ - Exposure of paper files containing patient information
L2 -  Becwrity controls

Ce - Pisk of patient information being exposed

Figure3: FCM representingherelationshipdetweerthe eventsthattake placeduringtheregistrationphaseof the patient
informationrouteto befollowedwhena patientis admittedto hospital
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way in which eitherto decreasesuchrisk valueor to ex-
plorewhetheror not a certainscenariovould increasehe
risk value. Whatwould happerif, for instance paperfiles
containingpatientinformationwereto be exposedduring
acertainphase?What-if” scenariosuchastheseneedto
be constructedor this purpose.

The edgematrix representshe strengthsof the rela-
tionshipsbetweenevents. Following, an example of an
edgematrixin figure4.

Thei" row lists the connectiorstrengthof the edges
(e,&) directedout from eventC;. Thefirst row in thema-
trix indicates,for example, that the strengthof the rela-
tionship (e, e3) betweenC; (“numberof communicating
partiessharingpatientinformation”) andCs (“exposureof
databasdiles”) is 0.6, thatthe strengthof (e1, e4) between
C1 andCy4 (“exposureof paperfiles”) is 0.8 andthat the
strengthof (e, e5) betweerC; andCg is 0.8.

FurthermoreC; causallyincrease< if (&,e) > O,
decrease€; if (&,e) < 0 andhasnoeffectif (g,e) = 0.
EventC; (“numberof communicatingpartiessharingpa-
tientinformation”), for example,causallyincreasegvents
Cs (“exposureof databasdiles”), C4 (“exposureof paper
files) andCg (“risk of patientinformationbeingexposed”)
tovaryingdegreeshbecausée;, €3), (e1,€4) and(ey, es) are
all greaterthanO.

Eacheventin anFCM turnsoneor moreeventson (1)
or off (0). In order, for example,to modelthe “What-if”
scenariojnamelywhat would happenif, for instance the
paperfiles containingpatientinformationwereexposedo
unauthorisegbartiesduringthe phaseunderconsideration,
eventC, (“exposureof paperfiles containingpatientinfor-
mation”) needgo beturnedon, thatis, to besetequalto 1.
All othereventsremainatQ (remainunchanged).

This input statecanbe representethy the statevector
[000100], in otherwords,eachevent(node)in the FCM
is representetby eithera zeroor a onein the statevector,
dependingon whetherit beturnedon or off. In our“What
if” scenariotherefore pnly thefourth element(represent-
ing C4, thatis, “exposureof paperfiles containingpatient
information”) in the statevectorhasa valueof 1. FCM
input statessuchas thesefire all the relationshipsin the
FCM to somedegree. This processwill shav how, in a
fuzzy dynamicsystem,causaleventsaffect eachotherto
somedegreeastime goesby.

In orderto model the effect of the input statelg =
[000100] (“exposureof paperfiles containingpatient
information”) onthe FCM for theregistrationphasealong
the patientinformation route to be followed if a typical
patientwereto be admittedto hospital thefollowing tech-
nigueis usedto determinghenew state(on or off) for each
eventC; eachtime (tn1) aninputstatefiresthe FCM.

N
qmmzagﬁ@mmm

Thistechniquenvolvesa matrix vectormultiplication
to transformthe weightedinput to eacheventC;. In the
above equation,S(x) is a boundedsignal function, indi-
catingwhetherC; be turnedoff (0) or on (1). (A detailed
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explanationof this techniquefalls outsidethe scopeof this
article: consultBart Kosko’s book, FuzzyEngineering for
moreinformation[15]).

The abore equationis appliedto the FCM with initial
inputstatef000 10 Q] (thatis, C4, “exposureof papeffiles
containingpatientinformation; is turnedon) asfollows:
lo=[000100], then

6 6 6 6
[> lo@a, Y lokde: Y loes, > lokea,
&1 & &1 &

6 6

> lokas, y lokexs
=1 &1

= [0x0+0%x0+0%x0+1+x0+0%x0+0x0,
0x0+0%x0+0%0+1x0+0%0+4+0x0,
0%0.6+0%0.74+0%0+1%x0+0x—0.74+0x0
0%x0.84+0%0.740%0+1%x0+0%x—-0.740x0
0x0+0%x04+0%x0+1%x0+0x0+0x0

|OEC =

0%x0.84+0%0.9+0%0.64+1%0.6+0x—-0.9+0x0]

[000000.6]
2 1,=[000101]

o
o

wherelg refersto the K" elementin the statevectorlg =
[000100]; eq refersto theentryin the K row in thefirst
columnof the edgematrix E; e, refersto theentryin the
K" row in the seconctolumnof theedgematrix E, andso
forth.

The arrov represents thresholdoperation,with 0.5
the assumedhresholdvalue. In otherwords, all entries
in the statevector IgE; with valueshigherthan or equal
to 0.5 areturnedon. In addition,C, is kepton, sincewe
wantto modelthe effect of a sustainedhreatof paperfiles
containingpatientinformation being exposedduring the
registrationphase.

The following conclusioncan, therefore, be made:
whenlg firesthe FCM (thatis, whenlg occurs) thenevent
Ces (“the risk of patientinformation being exposed”) is
turnedon. The next input statefiring the FCM will, there-
fore,bel; =[000101].

Theequatiorformulatedearlieris appliedto the FCM
with inputstatel; in the sameway:

6 6 6 6
lEe = [ lok&a, Y loka, Y lokes, Y lokea,
2,06 2 1060, 3 108, 3.
6 6
lok&s, » lokexe
2,002,
— [000000.6]

o
o

% 1,=[000101 =1,

This resultsin Cg remainingon. The next input state
I, =[000101]is, therefore equalto the previousinput
statel;. For this reason,the FCM corvergesto a fixed
point I, thatturnson Cg (“the risk of patientinformation
being exposed”). This meansthat the exposureof paper
files during the registrationphasewould increasethe risk
of patientinformationbeingexposed(Cs).



Ca -
C: -
s -
Cs -
Cs -
Ce -

Seourity controls

Ca [} Cs Ca [ Ce
(6] n n 0.& n.s n n.a
Ca 1 1 0.7 n.v 1 n.e
Cx i i 0 i i n.é
4 n n 0 n n n.e
s 0 i -0.7 -0.7 0 -0.9
Ce n n 0 n n n

Commaard cafitg parties sharing patient information

Time spert during thisz phase

Exposure of datahase containing patiernt information
Exposure of paper files containing patiernt informaticon

Pisk of patient information being exposed

Figure4: An edgematrix representinghe strengthof therelationshipbetweerthe variouseventsthattake placeduring

acritical phase

Theforegoingexampleillustrateshow anedgematrix
constructedrom an FCM canbe usedto explore “What-
if” scenarios.

3.3.3 Identify the Security Servicesunder Threat

The useof the foregoing modelling techniqueresultsin
the identification of the security services(identification
& authenticationconfidentiality authorisation,integrity
andnon-repudiationynderthreatfrom a specificscenario,
while negating the security servicesnot exposedto risk.
Modelling “What-if” scenariosby making use of FCMs
can,naturally greatlyfacilitatedecision®ntheimplemen-
tation of securitycontrolsfor a specificphasealonga pa-
tientinformationroute. If, for example,the confidentiality
of patientinformationwereunderthreat,securitycontrols
suchaspassverds,biometricsor encryptioncould beim-
plementedn orderto secureheinformation.
Considerthe previousexample(discussedinderpara-
graph 3.3.2), which hinges upon the exploration of a
“What-if” scenario.The outcomeof the scenariovasthat
the exposureof paperfiles would indeedincreasethe risk
of patientinformationbeingexposedthereasorbeingthat
the exposureof paperfiles posesa threatto someof the
critical securityservicesrenderedn the health-cardnsti-
tution in question. If the paperfiles were exposedto an
unauthorisegerson,suchpersonwould compromisethe
patients’privacy by gaining unauthorisedaccesgo their
sensitve patientinformation. Theconfidentialityof the pa-
tient informationwould, therefore,be underthreat. Fur-
thermore,an unauthorisedoersongaining accessto pa-
tientinformationcouldalsoaltersuchinformation,thereby
compromisingits integrity. In therealmof a health-care
institution, any suchalterationcould, naturally have fatal
consequencetf, for example,a patientwereto betreated
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with medicinethat he/shewere allergic to as a result of
inaccuratgpatientinformation,he/shecoulddie.

In the foregoing example confidentialityandintegrity
have beenidentified as the security servicesbeingunder
threatfrom the exposureof paperfiles. It is essentiain
thiscasethereforefo implementsecuritycontrolsin order
to protectthe confidentiality and integrity of the patient
informationduringthe phaseunderconsideration.

4 Conclusion

In this paper a risk-managementnethodologyspecifi-
cally tailoredfor thehealth-carervironmenthasbeenpro-
posed.Theaimof themethodologys to enhanceisk man-
agementn the specificdomainof healthcareby following
acognitive fuzzy approacho the assessmergndanalysis
of IT risks. Theadwvantageof usingthisapproachs thatthe
intuitive natureof humanobsenation,which formstheba-
sisof ary risk assessmengndthevagueneseegardingthe
decision-makingprocesswith respectto securingpatient
information, are both taken into accountwhen assessing
andanalysinglT risks.

The risk-analysis(fourth) stageof the RiMaHCoF
methodologyhas beendiscussedn detail in this paper
The principal aim of this stagewas to help managelT
risksby facilitatingthedecision-makingrocessThiswas
achievedby firstidentifyingthecritical phasedthatis, the
high-risk phasesplongeachpatientinformationroute by
usingthe IT risk valuescalculatedfor eachphaseduring
therisk-assessmenstage.Having identifiedthesecritical
phasesthe critical patientinformation routes(high-risk
patientinformationroutes)could beidentifiedby consoli-
datingthelT risk valuesof all phasesomprisingthe spe-
cific patientinformationroute. In this way, the high-risk
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areasin a health-carénstitution canbe pinpointed.

Furthermorethe cognitive fuzzy-modellingapproach
followedby the RiMaHCoFmethodologyalsoenableghe
investigationof thesecritical areaswith a view to enhanc-
ing the information securityof the health-cardnstitution
in question. This is achieved by makinguseof an FCM
andby constructingvarious“What-if” scenariogo deter
minewhich of themmightleadto theincrease/decreasé
IT riskincidence.In thisway, the decision-makingrocess
with respecto enhancinghe overallinformationsecurity
of ahealth-carénstitutionis facilitated.

TheproposedT risk-managemennodelcould, how-
ever, be adaptedto suite organisationsn other business
sectorsand industries. The patient information route,
which plays a pivotal role in the proposedmodel, might,
for instancebereplaceddy atransactiomroutein business
enterprises.In this way, organisationsn othersectorsor
industriesmay alsobenefitfrom the proposednodel.
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